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Summary

This privacy notice tells you what to expect in relation to personal information about you which is
collected, handled and processed by East Coast Community Healthcare CIC (“ECCH”).

The Data Controller is; East Coast Community Healthcare CIC, Hamilton House, Battery Green Road,
Lowestoft, Suffolk, NR32 1DE.

As part of any recruitment process, the Company collects and processes personal data relating to job
applicants. The Company is committed to being transparent about how it collects and uses that data
and to meeting its data protection obligations.

What kinds of personal information about you do we process?
Personal information that we’ll process in connection with our recruitment processes may include:

e Personal and contact details, such as title, full name and contact details

e Your date of birth, gender and/or age

e Your national insurance number

e Your nationality

e Your residency and/or citizenship status, such as your nationality, your length of residency in
the UK and/or whether you have the permanent right to reside in the UK

e Your marital status

e Your sexual orientation

e Your ethnic origin

e Your religion or belief

e Whether or not you have a disability for which the Company needs to make reasonable
adjustments during the recruitment process

e Details of any ‘unspent’ or ‘spent” criminal convictions, warnings, reprimands or final
warnings

e Your employment history

e Your professional registration status (if required)

e Your current rates of pay (if relevant)

o Details of any barring decisions

e Details of any relationship(s) with existing ECCH employees

What is the source of your personal information?
We will collect personal information from you in a variety of ways including;

e Application Forms
o (Vs

1 This will only apply to eligible positions under the Rehabilitation of Offenders Act 1974 (Exceptions) Order
1975 (as amended)
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e Additional documentation provided at application

e |dentity documents such as passport and/or driving licence (these will be obtained at
interview)

e (Qualification and training documents

e Through interviews or other forms of assessment

The Company will also collect personal data about you from third parties, such as references
supplied by former employers and information from criminal records checks. The Company will seek
information from third parties only once a job offer to you has been made and will inform you that it
is doing so.

What do we use your personal data for?

The Company needs to process data to take steps at your request prior to entering into a contract
with you. It also needs to process your data to enter into a contract with you.

In some cases, the Company needs to process data to ensure that it is complying with its legal
obligations. For example, it is required to check a successful applicant's eligibility to work in the UK
before employment starts.

The Company has a legitimate interest in processing personal data during the recruitment process

and for keeping records of the process. Processing data from job applicants allows the Company to
manage the recruitment process, assess and confirm a candidate's suitability for employment and

decide to whom to offer a job. The Company may also need to process data from job applicants to
respond to and defend against legal claims.

Where the Company relies on legitimate interests as a reason for processing data, it has considered
whether or not those interests are overridden by the rights and freedoms of employees or workers
and has concluded that they are not.

The Company processes health information if it needs to make reasonable adjustments to the
recruitment process for candidates who have a disability. This is to carry out its obligations and
exercise specific rights in relation to employment.

Where the Company processes other special categories of data, such as information about ethnic
origin, sexual orientation, health or religion or belief, this is for equal opportunities monitoring
purposes.

For some roles, the Company is obliged to seek information about criminal convictions and offences.
Where the Company seeks this information, it does so because it is necessary for it to carry out its
obligations and exercise specific rights in relation to employment.
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Who has access to your data?

Your information will be shared internally for the purposes of the recruitment exercise. This includes
members of the HR team, interviewers involved in the recruitment process, managers in the
business area with a vacancy and IT staff if access to the data is necessary for the performance of
their roles.

The Company will not share your data with third parties, unless your application for employment is
successful and it makes you an offer of employment. The Company will then share your data with
former employers to obtain references for you and the Disclosure and Barring Service (via our
Disclosure and Barring Umbrella Body (Atlantic Data)) to obtain necessary criminal records checks.

The Company will not transfer your data outside the European Economic Area.

How we process your data

Online Submissions

When you submit your data online, your full application will be accessible to the HR Team.
Applications received will be stored within NHS Jobs. We do not share your personal and sensitive
data with recruiting managers who are responsible for shortlisting. We will only share your
application reference, qualification and training information and job history with the shortlisting
panel. This information will be accessed by the shortlisting panel directly in NHS jobs.

If you are unsuccessful at shortlisting stage, your application will remain on NHS Jobs for a period of
460 days from the advert closing date.

Shortlisted candidates’ application forms will be downloaded and saved within our IT system and
emailed securely to the interview panel. At this time your personal information will be shared with
the interview panel. Your monitoring data will not be shared or made available to the interview
panel.

Offline submissions

When you submit your data via a paper form, your full application will be accessible to the HR Team.
Applications received will be stored electronically on our IT system. We do not share your personal
and sensitive data with recruiting managers who are responsible for shortlisting. We will only share
your application reference, qualification and training information, job history, supporting
information and reference details with the shortlisting panel. This information will be shared with
the shortlisting panel securely via email.

If you are unsuccessful at shortlisting stage, your application will remain on our IT system for a
period of 12 months from the advert closing date.

Shortlisted candidates’ application forms will be emailed securely to the interview panel. At this time
your personal information will be shared with the interview panel. Your monitoring data will not be
shared or made available to the interview panel.
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Application Attachments

Any attachments that you submit with your application will be sent to the shortlisting panel with any
personal information redacted from them. Additional information provided will be stored on our IT
system for a period of 12 months from the closing date of the vacancy. If you are recruited into the
role, additional documentation provided will be stored in your employee file for the duration of your
employment plus an additional 6 years after your employment ends.

Interview Documentation

For candidates who are unsuccessful at interview, the following documentation will be stored
electronically within the HR Team for 6 months? following interview;

e Interview Records

Your application form will be stored on NHS Jobs for a period of 460 days from the closing date. All
other documentation provided at interview will be destroyed upon receipt to the HR department.

Interview documentation, application form and documentation provided to prove identity, right to
work as well as qualification and registration information for successful candidates will be stored on
their personnel file for the duration of their employment plus an additional 6 years after leaving the
Company.

Where a candidate withdraws from interview and their application form has already been
downloaded, the downloaded form will be immediately destroyed. If the application has been
submitted online it will remain on NHS jobs for a 12 month period. The HR team will hold
unsuccessful paper applications for a period of 12 months before they are securely destroyed.

When do we share your personal information with other Organisations?

The data you submit on your application form directly to NHS jobs will be accessible by NHS jobs. We
will only share your information with other Organisations during the application process if another
Company is directly involved with the recruitment process. If another Company has direct
involvement in the recruitment process, we will advise this on the job advert.

If you are successful at interview and are given a conditional offer, we will, upon receipt of your
written acceptance share your personal information with the following third parties;

e Our Disclosure and Barring umbrella body — Atlantic Data
e Our payroll provider (once you have become an employee) — NHS Shared Business Services

We will also request information from your previous employers either via our payroll system or via a
reference request.

2 Documents stored on our IT system will be deleted from view after the period of time stated. All documents
stored on our IT system are automatically backed up on tape. This information is stored for a period of 24
months in a secure location and is only accessible in emergencies by the Head of ICT.
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What should you do if your personal information changes?

If your personal information changes during the recruitment process you can update us using the
following mechanisms;

1. If you have submitted your application and the vacancy is still live — you can edit your
application and resubmit
2. If the vacancy has closed; please email hradmin@ecchcic.nhs.uk providing your application

reference and the vacancy reference along with a brief explanation and the new details. The
HR team will then upload this as an additional note to your application form. We will store a
copy of the email on our IT systems for a period of 12 months following the closing date of
the vacancy.

Do you have to provide your personal information to us?

You are under no statutory or contractual obligation to provide data to the Company during the
recruitment process. However, if you do not provide the information, the Company may not be able
to process your application properly or at all.

You are under no obligation to provide information for equal opportunities monitoring purposes and
there are no consequences for your employment if you choose not to provide such information.

Do we do any monitoring involving processing of your personal information?

In this section monitoring means any: listening to, recording of, viewing of, intercepting of, or taking
and keeping records (as the case may be) of calls, email, text messages, social media messages, in
person (face to face) meetings and other communications.

We may monitor where permitted by law and we’ll do this where the law requires it, or to comply
with regulatory rules, to prevent or detect crime, in the interests of protecting the security of our

communications systems and procedures and for quality control and staff training purposes. This

information may be shared for the purposes described above.

For how long is your personal information retained by us?

Your application form is retained on NHS jobs for a period of 460 days from the closing date of the
vacancy. If you are successfully shortlisted and progressed to interview, downloaded application
forms saved on our local secure IT drive are destroyed when the outcome of the interviews are
confirmed to the HR team. Your ID documents are destroyed after the interview outcome has been
confirmed (if unsuccessful at interview) or held for the duration of your employment plus an
additional 6 years when you leave our employment. Interview records will be retained electronically
for a period of 6 months following the interview before being deleted.
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How does the Company protect data?

The Company takes the security of your data seriously. It has internal policies and controls in place
to ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed
except by our employees in the proper performance of their duties. Access to NHS Jobs is restricted
by job role and recruiting managers can only view applications for the jobs that they are responsible
for. All employees within ECCH undertake annual Data Security Training and we adhere to the Data
Protection and Personal Information Handling Policy.

What are your rights under data protection laws?
As a data subject, you have a number of rights. You can:

e access and obtain a copy of your data on request;

e require the Company to change incorrect or incomplete data;

e require the Company to delete or stop processing your data, for example where the data is
no longer necessary for the purposes of processing;

e object to the processing of your data where the Company is relying on its legitimate
interests as the legal ground for processing; and

e ask the Company to stop processing data for a period if data is inaccurate or there is a
dispute about whether or not your interests override the Company's legitimate grounds for
processing data.

If you would like to exercise any of these rights, please contact the HR Department in writing either
to hradmin@ecchcic.nhs.uk or HR Department, Hamilton House, Battery Green Road, Lowestoft,
Suffolk, NR32 1DE.

You can make a subject access request by completing the Company’s form for making a subject
access request (available on our website).

If you believe that the Company has not complied with your data protection rights, you can complain
to the Information Commissioner. You have the right to complain to the Information Commissioner’s
Office which enforces data protection laws: https://ico.org.uk/. You can contact us using the details
below.

How can you access the data we hold about you?

Up until the point of interview all data that we hold about you is stored securely within the NHS Jobs
portal. You are able to withdraw your application at any time. By withdrawing your application you
withdraw our rights and ability to view the contents of your application. You can request to see your
interview records within 6 months of the interviews taking place. Requests must be received in
writing and will be responded to within 10 working days’. Please be aware of this timescale and note
that interview records will be destroyed after 6 months has passed.
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